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Abstract 

 

With all its advantages and disadvantages the digital world has now become an 

inescapable part of our daily lives and lives. Just as there is good and evil in the real world, 
so is the digital world. And just as in the real world, in the virtual, we must learn, work, 

connect with our friends, live with the right awareness, considering the dangers and 

threats. In our research, we examined the most important threats to online presence and 
then used a questionnaire to measure respondents' safety awareness. Although the 

questionnaire research sample was not representative and had a relatively small number 

of answerers, it illustrates the most important problems that we all face in our online 

presence.   
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1. Introduction 

 

The digital world has many dangers for us (Csiszárik-Kocsir – Varga, 2016b). Since most 

aspects of our lives and the functioning of our society have already been transferred to and through 

digital space, its security must be of great importance to all. However, our security awareness and 

defence reflexes have not yet developed as they have ensured human survival in physical real space, 

during evolutionary development over thousands of years (Som, 2013). 

The starting point of this article is that, in the interests of cybersecurity, one's own 

awareness of security needs to be increased to prevent avoidable incidents (Keszthelyi, 2015). Like 

all preventive tools, information security awareness training is more effective and cheaper than 

post-incident corrective tools, procedures, processes.  

 

2. Dangers of online presence 

 

The digital world poses many dangers. While some parents only notice that their child sits 

'too much' in front of a computer/tablet/smart phone, the dangers are much more complex than that. 

Being online strongly affects people's privacy. (Galán, 2018). 

Many Hungarian young people are harassed online. Microsoft's international research into 

internet threats and their impacts analyzed online threats and their consequences in 23 countries 

among users aged 13-74. Nine out of 10 Hungarians reported an internet incident with themselves, 

family members or friends, which is more than 10 percent higher than the global average. 
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(Microsoft, 2018) However, contrary to international trends, teenagers, but users between the age 

of 18 and 34, are no longer the most exposed to the dangers of the world wide web in Hungary 

(Lukovszki, 2019). In terms of the types of threats, unwanted contact is the most common: 57 

percent of Hungarians faced this, which is 16 percent higher than the world average. This was 

followed by malicious treatment, in which 38 percent of Hungarians were affected. Trolling was 

mentioned by 25 percent of Hungarians and 20 percent by hate speech. (Domonkos, 2012) 

"Continuous" online presence not only affects offline relationships, but also forces new 

habits and behavior patterns on today's youth (Lazányi, 2015, 2016). One of these is the continued 

use of mobile devices that provide a presence on the web. For example, we can't go by the access 

needs of mobile apps without a word. Mobile apps require access to smart phone/tablet resources. 

According to the purpose and function of the app, this access can extend to the camera, microphone, 

call list, geolocation data and more (Serege, 2014). When using the app, developers describe in the 

terms of use what data they access through the app and what they do with this data, to whom it is 

transferred, and for what purpose. In addition to providing market data to developers and service 

providers, this also raises a number of privacy issues, as our phone already knows everything about 

us. 

As mobile devices spread, especially smartphones and tablets, the number of malwares 

written for these platforms is also rising. The virus threat is so serious that internet crime botnets 

have already been organized from smart devices. If a malicious program has infected your device, 

an attacker may be able to control your phone remotely (Deák, 2019). Make premium calls, forward 

incoming text messages, turn on your camera and microphone, and do virtually anything you want 

with your device. However, for mobile devices, it is not just the virus infection that's a problem. 

Our mobile devices and the data we store on them are also at risk from device size and portability. 

In any case, place a screen lock on your device, which can only be unlocked with a PIN, passcode, 

or some biometric identifier - typically a fingerprint. Thus, in the event of a possible theft or loss, 

an attacker will not be able to enter and take unauthorized action on our device. (Jakus, Tick, 2017). 

Special attention should also be paid to advertising on smart devices displayed by many 

free programs. These often scare users by saying that they have “36 viruses” on their device and 

therefore download the antivirus on offer immediately. Very often, these pseudoviral programs 

carry the exact threat (Bányász, 2018). Mobile devices also have complete protection solutions that 

can track devices that have already been stolen/lost, parental controls, and all other activities we 

are used to in the desktop PC workstation environment. However, technological development alone 

will never be sufficient, as the vulnerabilities are easiest to find through users. 

The most important task of next year, but perhaps the next ten years, will be to deal with 

people very much. It is vital that we are not allowed to be deceived, influenced — or our data 

stolen. Everyone needs to be made aware of how to use the network, the data, and security 

awareness. Whatever technology we use, if we cannot make the human factor aware from a security 

point of view, we will not be able to build a secure network. 

 

3. Research 

The main purpose and process of our present work was to continue the possibilities of 

scientific research for György Eisemann, who, as a high school student, had already attended the 

previous semester at the Scientific Students Conference at Óbuda University Keleti Károly Faculty 

of Business and Management, where he has shown his research done in a sample of high school 

students. 
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Even then and in this case, following the definition of a problem, based on literature 

research, we re-applied a previously used questionnaire. This allows a deeper depth research for 

this paper and the possibility to be able to be compared the results later. 

The questionnaire contains, in addition to the basic demographic issues, closed questions 

related to basic usage and safety awareness of smart devices (smartphones, tablets). 

 

4. Results 

4.1. The sample 

In proportion to sex, respondents see a shift towards the female sex, with more than 60% of 

respondents being women. 

 

Figure 1.: Sex-ratio of the sample 

 

Source: sample of the research (n=100) 

While a large majority (79%) are aged 23 or under. 

 

Figure 2.: Sex-ratio of the sample 

 
Source: sample of the research (n=100) 
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Less than 1/3 of respondents said they were working. The majority of those who work are 

employed (16%), with nearly the same proportion working in student work or apprenticeships (13% 

+ 1%). 8% of respondents work in their own or family business. 

Figure 3.: Does the respondent work alongside learning 

 
Source: sample of the research (n=100) 

 

4.2. Analysis of questions about smartphone usage and safety consciousness issues 

We analyzed the age of the respondents when they had acquired their own mobile phones. 

According to the answers, the average age is just over 11 years (11.09), and more than 90% of them 

got their first phone at the age of 15 or younger. 

 

Figure 4.: Does the respondent work alongside learning 

 

Source: sample of the research (n=98) 
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91% of respondents use one phone, while 8% replied that they use two, 1% answered that 

they use or more then two. Everyone but a single respondent claimed that their phone was a 

smartphone. This ratio is not surprising. According to a 2019 eNET survey, 89% of Hungarian 

internet users, or 5.3 million people, have smartphones (eNET, 2019). 

Only two people indicated that they had not installed apps on their phones. 87% of the 

respondents installs apps only from the official app store (google play, apple store, ...). 

If a user installs apps on their phone only and exclusively through the official app store, it 

can be considered a security-conscious property in itself, but we should also be aware that, despite 

the emphasis and ambition of the operators, there may be software in app stores that could 

compromise our IT security, even without our active involvement (Barrett, 2019; Osborne, 2020). 

We also asked if they were storing important data on these devices; nearly 4/5 of them 

(79%) replied that yes. 

Connecting to this, we asked three other questions; whether their data is backed up – we 

can see the distribution of the answers received in the following figure – and whether they protect 

their phones in some form (pin code, password, unlock pattern, biometric identification, ...) and 

install any security applications on the device. 

Making a security backup, like striving to keep your data (Keszthely, 2012), is an important 

security awareness issue.  Nearly 3/4 of the questionnaire respondents replied that they were 

making backups of the data stored on their phones at some frequency. 

 

Figure 5.: Does the respondent work alongside learning 

 

Source: sample of the research (n=74) 

Restricting physical access to a device is also an important aspect of keeping our data safe. 

Of course, there may also be points to be questioned in the technology also. A pin code, password, 

or pattern can be detected and electronically recorded (Keszthely, 2011). A fingerprint reading can 

be bypassed at specific settings, or a specific biometric sensor can be deceived. (Fialka, Kovacs, 

2016) 
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Figure 6.: Does the user in some form protect the data stored on the phone 

 

 

Source: sample of the research (n=91) 

 

Today's devices have basic pre-installed protection software that can scan, among other 

things, for access, behavior, user interactions, etc. However, in addition, the user may choose to 

use other systems or to turn off these protection settings. 

 

Figure 7.: Does the respondent protect their data with an application? 

 

Source: sample of the research (n=97) 

 

Nearly 1/5 of our respondents use the option to protect their data with an installed 

application. One of the inherent parts of the online presence is that our access to different platforms 

is under attack. 22% of our respondents said they were aware that one of their online accounts had 

been hacked. 
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Figure 8.: The respondent is aware that they have already been hacked? 

 

Source: sample of the research (n=95) 

 

Perhaps we do not need to show in detail what damage can be done to the user with a hacked 

account, but it is worth looking at what those who have faced such a problem have done. 

29% set a new password, making it difficult for an attacker to re-access the system. 5% 

have created a new user account. And 86% of them contacted the system operator. The latter step 

is extremely important when detecting any other activity than normal. On the one hand, it is very 

important to minimize the negative consequences for a given user and, on the other hand, to find 

and fix security problems in a given system. 

 

4.3. Examination of the sample grouped by age 

 

We also analyzed the habits of sample respondents broken down into two groups. The first 

group included respondents of secondary school age (19 years of age or younger) and respondents 

older than that in the second group. 

A two-sample T-test was used to discover two significant differences in the usage patterns 

of the two groups. 

On one hand, we found difference in the use of mobile internet. Here, we can observe that 

mobile internet use is more common in the younger age group. While the use of mobile internet in 

the other group of the sample, the older generation, is relatively rarer. 
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Figure 9.: Mobile Internet usage patterns for the two groups of sample 

 
Source: sample of the research (n=100) 

The other issue that showed a significant difference was about data backup. 

 

Figure 10.: Mobile Internet usage patterns for the two groups of sample 

 
Source: sample of the research (n=100) 

 

Here we can see that respondents in the younger group have a higher percentage of backup 

respondents than the other group. Thus, we can say that among the younger respondents in the 

profile, there are more people who back up, so we can consider the younger age group to be a more 

security-conscious user. 

 

In addition, we examined the differentiation of the groups on other issues: 

• Do you store important data on your phone? 

• Are you somehow protecting your phone, the data on your phone? 
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• Have you ever had your account hacked? 

• How many hours a day do you use your phone? 

 

In these, however, we did not find any significant differences between the groups. Thus, it 

can be said that it is not only the younger group that important data would be stored on their devices. 

The importance of protecting access to devices is also shown in both groups. In the sample 

examined, the frequency of responses was similar in terms of user account abuse. In this way, it 

can be said that users have already been the target of such attacks regardless of age group in this 

type of data.  

 

And finally interesting, but the daily phone usage time was similarly formed in the two 

groups. 

 

Figure 11.: Usage of smartphones 

 
Source: sample of the research (n=100) 

 

5. Conclusions  

 

The prevalence of smartphones is indisputable. In the example, 99% of respondents have 

such a device and use it for an average of 5.2 hours per day, as seen in the previous point. And at 

the same time, being online has become decisive in our lives. And based on the sample respondents, 

very early, 90% of them came into contact with this world at the age of 15 or earlier through their 

own device. 

However, in the online space, just as we do in real life, we must behave consciously. We 

need to be aware of the dangers to us and our data. We need to know how to protect ourselves, how 

to prevent the damage that these dangers involve. How can we deal with, take actions against illegal 

or harassing activities? 

Based on our research, it can be concluded that some respondents are aware of the dangers 

facing them and are doing something to reduce these dangers and their chances of occurring, but it 

should also be seen that the level of safety awareness in most respondents is low based on the 

answers. 

The question may arise as to what can be done to improve this. On the one hand, education 

is important for the younger generation, in which the information security and social impact of 

online presence must be education (Csiszárik-Varga, 2017). On the other hand, young people need 

to address these issues at home and in the family. Thus, not only can the younger generation learn 

about these problems and possible solutions, but the older generation can also be reached 

(Csiszárik-Varga, 2016a). In addition, it is necessary to educate the older generation on security 

awareness, either online or offline, as well as with educational opportunities in the workplace. 
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